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Purpose

Use this procedure to modify a NASA identity in the event of a change in the attributes of a NASA identity.

    For non-Civil Servant identities (U.S. Citizens and Foreign Nationals), only a change in Legal
Name or Citizenship Status will trigger a Smartcard Reissuance request.  Furthermore, a change in
Contract will require a re-sponsorship, but will not require a Smartcard Reissuance.  All other changes to
the data within the Modify Identity tool will not require a Smartcard Reissuance request

    For Civil Servant identities, only the addition of an upcoming non-civil affiliation is allowed to use
the Modify Identity tool.  All other changes to active Civil Servant identities are disallowed with the Modify
Identity tool and are instead updated via Human Capital and Workforce processes (WTTS).

Trigger

Perform this procedure when a non-Civil Servant identity requires a change. Also perform this procedure
when a Civil Servant is changing Employee Type from Civil Servant to Other.

Menu Path

Use the following URL to begin this procedure:

· https://idmax.nasa.gov

Helpful Hints

    Throughout this document, the terms “smartcard”, “credential”, and “PIV Badge” can be used
interchangeably as they are synonymous.

    Terminated identities are Read Only in the Modify Identity Tool-Click the Return User Button to
update the identity if the user is returning. All tabs need to be reviewed / updated before it is submitted. 
 

 

Simplified Logon will take you the the IdMAX Main Menu. You will no longer need to log in to
IdMAX unless you have the feature disable on your destop. If that is the case, then you will
need to know the following information:

· Your Agency User ID (AUID) and password
· Answers to the security questions used to setup your NASA Profile

 

https://idmax.nasa.gov/
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Procedure

1. Start the procedure using the IdMAX URL: https://idmax.nasa.gov.
 

IdMAX - Main Menu

 

 

2. Click the Identity Management  link to continue to modify an Identity.
 

https://idmax.nasa.gov/
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IdMAX - NASA Identity Management Menu

 

 

3. Click the Modify NASA Identity  link to continue.
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IdMAX - Identity Search

 

 

4. As required, complete/review the following fields:
 

 Field R/O/C Description
 

SSN R Social Security Number (without dashes)

Example:
301301310

 
FNMSID R Foreign National Management System ID number; It is a 6-

digit number used at NASA as an alternative to a Social
Security Number for a Foreign National identity.

Example:
 

xxxxxx
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IdMAX - Identity Search Screen

 

 

5. Click the Search  button to continue.
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IdMAX - Modify Identity

 

 

6. As required, complete/review the following fields:
 

 Field R/O/C Description
 

Re-enter SSN for
verification

R Social Security Number

Example:
 

 

 

Changing the values for First Name, Last Name, and/or Assigned Center will trigger a
Smartcard Reissuance request requiring sponsorship.

 

 

An Error message will appear if the SSN is not re-entered for verification.
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IdMAX - Modify Identity- Identity Status Tab

 

 

7.
Click the Identity Status   tab to view the status of an identity.

 
 

 

Identity Status tab provides details about user's current identity, credential, and access status.

 



  

Modifying a NASA Identity (PIV Requester) (End User Procedure)
End User Procedure

 

Last Update:
Friday, August 13, 2010

ICAM_IdMAX_EUP_Modifying_an_Identity_DRAFTC.udc
If printed, this document is considered uncontrolled

and for reference purposes only. 
Page: 8 of 20

 

IdMAX - Modify Identity- Citizenship Tab

 

 

8.
Click the Citizenship  tab to view or modify citizenship.

 
 

 

Changing the value for Citizenship from FN to US will trigger a Smartcard Reissuance request
requiring a sponsorship.
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IdMAX - Modify Identity- Residential Tab

 

 

9.

Click the Residential  tab to verify the residential address.

 
 

 

The Residential information is modifiable through USS-Personal.
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IdMAX - Modify Identity- Affiliation Tab

 

 

10.
Click the Affiliation  tab to verify the information, modify the Affiliation End Date, or
add an Affiliation.

 

 

The Affiliation End Date will trigger the Auto-Termination process.

 

11. Click the Add Affiliation  button to add a new affiliation.
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IdMAX - Modify Identity- Add Affiliation

 

 

12. Check the Cancel Affiliation box  if the original affiliation is no longer needed.
 

 

Click the Remove Affiliation button if you do not need to add an Affiliation.
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IdMAX - Modify Identity- Affiliation

 

 

13. As required, complete/review the following fields:
 

 Field R/O/C Description
 

Agreement Number R The contract number the affiliate is associated to.

Example:
07/29/2010

 
Company R The company that the identity works directly for.

Example:
 

PIVCO
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 Field R/O/C Description
 Affiliation Sponsor R Contracting Officer Technical Representative (COTR), or

other federal civil service personnel responsible for work
requirements.

Example:
 

Jane Doe
 

Affiliation Start Date R Start Date for when the identity will begin work on a project.

Example:
 

07/29/2010
 

Affiliation End Date R End date of when the identity will end work on a project.

Example:
 

07/29/2011
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IdMAX - Access Level Tab

 

 

14.
Click the Access Level  button to modify access level.

 

 

Logical Access is modifiable via NAMs requests.

 IF THEN GO TO
 You answer Yes to the user having a Public Trust
Impact  Step 15

 You answer No to the user having a Public Trust
Impact  Step 17
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IdMAX - Access Level Tab-Public Trust Impact

 

 

15. Click the Yes radio button   if the user has a Public Trust Impact.
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IdMAX - Identity and Access Management Tools

 

 

16. Select the Type of Public Trust Impact from the drop down menu.
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IdMAX - Modify Identity

 

 

17. Click the Continue  button to complete the modify identity process.
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IdMAX - Modify Identity Verification

 

 

18. Verify the Identity you have modified. If all the information is correct then click the 

Submit  button to process the modifications to the identity. If the information is not correct

click the Edit  button to make the necessary changes or click the Cancel  button to
cancel the request and return to the IdMAX main menu.
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IdMAX - Modify Identity Confirmation

 

 

19. Click Back to Main Menu  link to return to the IdMAX main menu.
 



  

Modifying a NASA Identity (PIV Requester) (End User Procedure)
End User Procedure

 

Last Update:
Friday, August 13, 2010

ICAM_IdMAX_EUP_Modifying_an_Identity_DRAFTC.udc
If printed, this document is considered uncontrolled

and for reference purposes only. 
Page: 20 of 20

 

Result

You have successfully modified a NASA identity using the Modify Identity tool within IdMAX.

Comments

Congratulations!
 

 


